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1
Decision/action requested

It is requested to approve the new solution for KI #1 of 3GPP TR 33.884 v0.1.0.
2
References

[1]
3GPP TR 33.884: "Study on security of application enablement aspects for subscriber-aware northbound API access"
3
Rationale

This pCR proposes a solution to addresse the API invoker UE authorization issue of key issue #1 in TR 33.884 [1].
4
Detailed proposal
*************** Start of 1st Change ****************

6.Y
Solution #Y: < User resource authorization profile based API invocation procedure >
6.Y.1
Introduction 

This solution addresses the API invoker UE authorization issue of key issue #1.
One of the objectives of the study on SNAAPP security is about obtaining authorization from the resource owner. Corresponding stage 1 requirement, in TS 22.261 [x1] clause 6.10.2, states that "allow the UE to provide/revoke consent for information (e.g., location, presence) to be shared with the third-party". 
Moreover, in SNA scenarios, API invoker may request consent for resource (e.g., location, presence) that is owned by itself. However, there is no existing mechanism to enable user authorization for such case in API invocation scenarios. 
This solution levereages a user resource authorization profile to addresses the API invoker UE authorization problem.
6.Y.2
Solution details

6.Y.2.1 User resource authorization profile setting procedure
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Figure 6.Y.2.1-x: User resource authorization profile setting procedure initiated by UE

0.
The CAPIF function (e.g. CAPIF core function, authorization function in CAPIF, API exposure function in CAPIF) may subscribe to the UDM for the notification of user resource authorization profile updates.

1.
If the UE has generated or updated the user resource authorization profile, the UE sends the newly updated part of user resource authorization profile to the AMF via user resource authorization profile setting in N1 NAS message. 

2.
The AMF invokes a Nudm_ParameterProvision_Update service operation towards the UDM and the service operation carries the updated part of user resource authorization profile. The UDM stores or updates user resource authorization profile in the UDR by invoking a Nudr_DM_Update (SUPI, Subscription Data) service operation accordingly. 

3.
The AMF responses to the UE via user resource authorization profile Response in N1 NAS message. 

4.
The UDM notifies the subscribed Network Function of the updated user resource authorization profile via Nudm_SDM_Notification Notify message. 

5.
The CAPIF function (e.g. CAPIF core function, authorization function in CAPIF, API exposure function) may unsubscribe to the UDM for the notification of user resource authorization profile. 

6.Y.2.2 Content of user resource authorization profile 

User resource authorization profile is stored in the UDM. For each target UE, the user resource authorization profile determines whether the specific AF or UE can request or modify a specific user resource (e.g., location of target UE, QoS of target UE). User resource authorization profile includes API invoker identity (e.g., SUPI, SUCI, IMPI, Application layer ID), expected service API, target resource (e.g., location of target UE, QoS of target UE), resource owner identity/target UE (e.g., SUPI, SUCI, IMPI, Application layer ID of resource owner), expiration time (expiration). 

6.Y.2.3 User resource authorization profile for API invocation procedure.

It is assumed that the UE is the target resource owner.

It is assume that the API invoker is an UE/Application function in SNA scenarios.
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Figure 6.Y.2.3-x: User resource authorization profile based API invocation.
1. 
The API invoker and the authorization function/CAPIF core function do the mutual authentication. For the case of CAPIF core function, the API invoker can authenticate the CAPIF core function via a certificate. Then the CAPIF core function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism. And the CAPIF core function may generate certificate for the API invoker after the API invoker onboarding procedure. For the case of authorization function, the API invoker can authenticate the authorization function via a certificate. Then the authorization function can authenticate the API invoker using GBA-based authentication mechanism, AKMA-based authentication mechanism or certificate-based authentication mechanism, in which the certificate can be assigned by the CAPIF core function. A secure connection between the API invoker and the authorization function/CAPIF core function is established after the mutual authentication. The secure connection can be established via TLS. 

2. 
The API invoker sends the service API invocation authorization request to the CAPIF core function/authorization function. The service API invocation authorization request can be directly sent by the API invoker. The service API invocation authorization request can also be triggered by the CAPIF core function/authorization function when the API invoker sends the service API invocation request without token. The request includes the identity (e.g., GPSI, IMPI, application layer ID) of the API invoker, the identity (e.g., GPSI, IMPI, application layer ID) of target UE, the target resource (e.g., location of UE, QoS of the UE), and the target service API.          

3. User resource authorization profile is stored in the UDM and can be subscribed by the CAPIF core function/authorization function. The CAPIF core function/authorization function needs to authorize the API invoker based on user resource authorization profile. The CAPIF core function/authorization function will reject the request if the user resource authorization profile indicates that the API invoker is not able to request authorization from the UE. The procedure goes to step 4 if the user resource authorization profile indicates that the request of API invoker is allowed. The CAPIF core function/authorization function should reject the request if the user resource authorization profile indicates that the request of API invoker is not allowed. Moreover, the UE may revoke the authorization by updating the UE resource authorization profile. And the CAPIF core function/authorization function/API exposure function needs to do the authorization according to the newly updated UE resource authorization profile.

4. 
The CAPIF core function/authorization function sends the authorization code/token to the API invoker if the UE grants the request of the API invoker. Step 6 can be skipped when the CAPIF function sends the token to the API invoker. More details on authorization code and token are given in RFC 6749 [x2]. The type of token can be refresh token or access token. To access the service API via the API exposure function, the API invoker UE needs to send the refresh token to the CAPIF core function/authorization function to obtain the access token when the CAPIF core function/authorization function sends the refresh token to the API invoker UE.
5. 
The API invoker sends the authorization code to the CAPIF core function/authorization function.    

6. 
The CAPIF core function/authorization function sends the token to the API invoker if the UE grants the request of the API invoker. The claims of the token shall include the CAPIF core function/authorization function FQDN (issuer), API invoker identity (subject), expected service API(Scope), target resource (Scope), identity of target resource owner (Scope), API exposure function FQDN (audience), expiration time (expiration). 

6.Y.3
Evaluation

TBD
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************

2
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*************** End of 2nd Change ****************
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